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Model number 

Nexus S 

Android version 

SO 

Baseband version 

M8974A 2 0 50.2.21 


Kernel version 

3 4 o-gWfbc«6 

android lxj«'d{ivpbsl mtv.corp google com »1 
Mon Oct 20 22:18:31 UTC 2014 
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Model number 

Nexus S 


Android version 

SO 


Baseband version 

M8974A 2 0.S0.2.21 
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System 
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<- Developer options 

Q. 

On 
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Desktop backup password 

Desktop full backups aren't currently protected 

Stay awake 

Screen will never sleep while charging 

Enable Bluetooth HCI snoop log 

Capture all bluetooth HCI packets n a file 

Process Stats 

Geefcy stats about running processes 
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xflSBdebugging 

Trnbiifi mrlr ntirn USB is connected 
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CD You don't have root access yet 


After rooting you can: 
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Uninstall APPs Unlock Screen Flash a ROM Top rated ROM 
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~U~^is yellow Allow 


ES Task Manager 
Mj5s Root pending authorization.. 

Use: An unknown use of root privilege, please choose carefully. 


* remember permanently 

Deny (16) Allow 
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Jabber (XMPP) 
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REMOVE ACCOUNT 


Google Account 

Existing Account 

Chat with other Google users using your existing Google 

Connect to my existing account on a specific Jabber / 

account. 

XMPP server. 

ADD ACCOUNT C\\_ 

ADD ACCOUNT 
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< swipe left and right for more options > < swipe left and right for more options 5 
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J'\s<£ToTSjsiQlzJgA& 

F Secure J&tfift^zLiJij'/J&iJl'/OrfoxlOrweb $esj^Z^fJ; J'ly 

-z-X- (3 ^-Freedome 

: l/^lJ li-^i J'J'X > ije^iJkz J'u'i 


http://www. lmobile.com/orbot-proxy-with-tor-124394.html 


https://play.google.com/store/apps/details7icNorg.torproject.android 


Download 
Okbps / OKB 
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- long press to start - 


APPS BRIDGES 


Upload ■ 

el- bps/OKB I 


Expanded Notifications 

Show expanded notification with Tor exit country and IP 


Allow Background Starts 

Let any app tell Orbot to start Tor and related services 


Language 

Choose the locale and language for Orbot 


Transparent Proxying (Requires Root) 


Request Root Access 

Request root access for transparent proxying 


Select Apps 

Choose Apps to Route Through Tor 


Node Configuration 


Entrance Nodes 

Fingerprints, nicks, countries and addresses for the first hop 


Exit Nodes 

Fingerprints, nicks, countries and addresses for the last hop 


Exclude Nodes 


1U) y l^f A 


f ▼ O 00:00 -I 4 


< VO 00:00 


Expanded Notlficatk 


Background Starts 


Orbot 

Root pending authorization- 


Use: An unknown use of root privilege, please choose carefully. 


k remember permanently (97% users allow) 


Entrance Nodes 


Request Root Access (ji<Ll?ZlTransparent Proxying 

-l^j^aUow tzj'i f**£%-*“ 
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General 


Start Oitoot on Boot 

Automates »y start Orbot and connect Tor when your Android device 
boots 

a 

Always-On Notifications 

Always keep the icon In toolbor when Orbot is connected 

a 

Expanded Notifications 

Show expanded notification with Tor exit country and IP 

a 

Allow Background Starts 

Let any app tel Orbot to start Tor and related services 

a 

Language 

Choose the locale and language for Orbot 


Transparent Proxying (Requires Root) 


Request Root Access 

Request root access for transparent proxying 

a 

Transparent Proxying 

Automatic Toflfylng of Apps 

a 

Tor Everything 

Proxy traffic for ail apps thiough Tor 

a 

Tor Tethering 

Enable Tor Transparent Proxying for Wifi and USB Tethered Devices 
(requires restart) 

□ 

Node Configuration 


□ 

0 
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'L/i~l£'&cJ& tfz lT/T or Everything j>\ Transparent Proxying JL'fa &/*-? 


Check Browser 

-Your browser is configured to tor 


jt\J\ \j! iij^ yC h ly i// (3 jO? ^ /-£/-- ij^es it* £- \J i 


whatismyipaddress.com 
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~USf^jj)\y. jl ZlvJjly 

jf;jiy^j y ^^itit 1 2^/Jt->i(j'i^ : uZlOrfox lOrweb /^.Jj'iucgjt? 

http ://www. apkmirror. com/apk/the-guardian-proj ect/orfox/orfox-3 8-0-android- : ^i^iil^Orfox 

apk-download 


http://www.lmobile.corrhorweb-private-web-browser-133606.html: 1 _i2j/.jijkOrweb 
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https://play. google, com/ store/apps/details?id=info. guardianproj ect.browser 
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Jl^itfTelegram Ju 

^End to End Encrypted Sjyttyz}Q<!? 

(/(^(Jwhatsapp/^/^y-^t/'L^whatsapp [f- whatsapp 

X^/jd^jl^^i^T-^^jl^whatsapp J’jiicJgf-ljf \f- l^i/ 

http://www.lmobile.com/telegram-1013814.html 
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https://play. google. com/store/apps/details?id=org.telegram.messenger 
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Secret Chat 
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<r New Secret Chat Q, 
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Waiting for to get online... 
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^/al/News Secret Chat _r 
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:J_/J‘\>/ i jt Engineer Mode /rTMEI 

*#*#3646633#*#* 


*#7465625# 

_l^lft/Engineer Mode Ifl W^/i/ij//-_fij /^jijt 
Engineer Mode if 

https://play. google. com/store/apps/details?id=com. Go. EngModeMtkShortcut&hl=en 


-^l\f}jZst^lifcf/lJiA1?'Engineer Mode 
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O V -ill 50% fl 2:17 pm 
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el EngineerMode 

e EngineerMode 

Common Data Service 

23$ Phone Information 

Telephony Connec 

?phony Connectivity Hardw; 

CDS Information 

Phone l 



Auto Answer 

Bluetooth 

Wi-Fi Information 

Phone 2 

BandMode 

CDS Information 

Radio Information 


BSPTelephonyDevTool 

FM Receiver 

Network Utility 

Multiple APN 

Connectivity Testing 


CFU 

WiFi 


CMMB 

WiFi CTIA 

MTU Configuration 


AT Command Tool 

Modem Test 


Socket Inforomation 

PS data control 
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-Uf^CDS information A~ r 
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/AT+EGMR=1 ,7”” r rijtt-jfd *yiMEI J\<UMJl\Z-\sL Ii/OjLi 

, l //^/at+egmr= l, 10””y 

AT+EGMR=1,7”355029052041467” 


-i^/j^-Send At Command jZsljriJjtfiy -‘Az.zA^d'r 


355029052041467 


.ill 81% 0 7:48 pm 

Radio Information 

AT+ 

SEND AT COMMAND 

IMEI: ■■■ — 

IMSI: - * 

Radio state: Radio on 
SIM state: READY 
Phone number: 

Current network: Warid 
Signal strength: -69 dBm 22asu 
Roaming: Not roaming 
GSM service: In service 
GPRS PS service: 

Default pdp status: Disconnected 
Network type: unknown 
Service state: 

SIM1 01 home Warid 41007 41007 GPRS 
Unknown CSS not supported -1 -1 Roamlnd=-1 
DefRoamlnd=-l EmergOnly=false Regist state: 

1 mCdmaNetWorkMode: 0 
Call status: Idle 
Location: LAC = 3010[0xbc2] 

CID = 59232[0xe760] 

Neighboring CID: 


6 


a .ill 81% || 7:48 pm 



p 
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s 
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G AT+EGMR=1,12,"" 

GPRS PS service: 

QWERTYU I OP 
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Radio Information 

AT+EGMR=1 .7;'355029052041 467'| _ 

SEND AT COMMAND 

IMEI: —^ » «• 

IMSI: *■ ■ 

Radio state: Radio on 
SIM state: READY 
Phone number: 

Current network: Warid 
Signal strength: -71 dBm 21 asu 
Roaming: Not roaming 
GSM service: In service 
GPRS PS service - 

QWERTYU I OP 
ASDFGHJKL 
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?123 Done 
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http://www.lmobile.com/360-security-antivirus-free-download-2143238-direct.html 
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O 21:33 

<- Data Monitor 

© 

O Set data plan limit to avoid overcharge 


Data Usage 


Today: 

>- V 

O.OOB 

/ 4 This month: 

O.OOB 

Remaining: 

- 


Set Limit 


Daily Usage 


O.OOB 0.00B O.OOB O.OOB O.OOB O.OOB 
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.III 

Data Monitor 
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Firewall 


.III 
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>j‘SL-fJ^x / F i rc wal 1 X 

AjifJ it'**—_vtiData 

-L//X)n 


-<^(i^y^i^^yJl^il/"Droidwall Zl(/i 

:<^^J|fiI)roidwall 

t - 

http://www.lmobile.com/droidwall-android-firewall-2000556.html 
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https://play. google. com/store/apps/details?id=com.googlecode.droidwall. free 
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www.lmobile.com/textplus-free-text-calls-13881 .html 
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https://play.google.com/store/apps/details?id=com.gogii.textplus 
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S y p ▼ 

< Sign Up 

Please enter your email address so your friends can find you on textPlus. 

United States 


< Add your details 

I ^irst Name 
q Last Name 
Birthdate 
Password 
Gender 


jt Allow textPlus to find other textPlus users in my address book so that we can talk for 
LJ FREE. 


text* 

i» m 

m v. 

Say Hello 

© A 













text* 


i * 1 m 

m 

V. 

Q My Profile 



Settings 



Help and Support 

Say Hello 


Invite a Friend 


Buy or Earn Credit 



Subscribe and Save 



News 



< Settings 


Account 

Contact Info 


Address Book Country 

United States (+1) 


Subscriptions 
Credit Balance 

$0.10 credits left 



Verify your contact info. 


abgcd@mail.com 

Pending Verification 


Add Email Address. 


Add Phone Number. 


Your personal textPlus number: 

Get a FREE textPlus number 
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Get a FreePlus number 
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http://www.lmobile.com/nextplus-free-sms-text-calls-download-2308046-direct.html 
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https://play. google. com/store/apps/details?id=me. nextplus. sms freetext.phonecalls&hl=en 
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No SIM ? EEE) 

Settings 

9:01 PM ® 63% BD 

Privacy 

[0] General 


Display & Brightness 

Wallpaper 

Location Services 9 f ^ Off 

t fa Contacts ^ 

Sounds 

Calendars 

0 Passcode 

Reminders 

Privacy 

Photos 


Bluetooth Sharing 

Microphone 

-Vj iCIoud 

fnng86@hotmail.com 

iTunes & App Store 

@1 Camera 


HomeKit 

As applications request access to your data, they will be added in the categories above. 

Mail, Contacts, Calendars 

Notes 

Q Twitter 
^ Facebook 

Reminders 

Q Messages 

Q FaceTime 

aboTe' 

o’] Maps 

Diagnostics & Usage 

<Qfji Safari 

Advertising 
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Settings 

^tu 

t 

Mtm » u\ WD 

Privacy 

Q Do Not Disturb 

63 Location Services Of» 

0 General O 

f 1 Contacts 

Q Display & Brightness 

Calendars 

0 Wallpaper 

Reminders 

££ Sounds 

ft Photos 

Q Passcode 

Q Bluetooth Sharing ^ 

n Microphone ft 0 • 

A Camera 

^ iCloud 

Q HomeKit 

jCa?j iTunes & App Store 

Q Twitter 

Mail. Contacts. Calendars 

Notes 

0 Facebook 

Reminders 

[ 1 Messages 

Diagnostics & Usage 


Settings 

8*53 PM <***%mD 

( Privacy Microphone 

0 Do Not Disturb 

^r Translate 

0 General O 

Q YouTube 

0 Display & Brightness 
n Wallpaper 

j* Split Lens 2 Clone Photo Video Editor-Fun Movie Maker for Faceb... 

0 Talkray ^~) 

0 Sounds 

Viber 4T~) 

Passcode 

Q LINE CD 

^ iCloud 

foj) iTunes & App Store 

0 Mail. Contacts. Calendars 

mm Notes 

Reminders 

O Telegram '■/■■ 

• 


On /Limit ad tracking jt Jd>u J_J i i/A cl v c r ti s i n g LM/~r\^\/ ! xf)>j^/ ^\j\^\hX\J" 
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No SIM ? S3 

843 PM 

Settings 

Location services 

f 1 Contacts 

Calendars 

Reminders 

^ Photos 

0 Do Not Disturb 

0 General O 

0 Display & Brightness 

0 Wallpaper 

0 Sounds 

Q Passcode 

Q Bluetooth Sharing 
Q Microphone 

§ Privacy 

Q HomeKit 


j, Cloud 


iTunes & App Store 

Q Twitter 


Facebook 

^ Mall. Contacts. Calendars 

"" Notes 

noovo. 

Diagnostics & Usage 

Advertising 

Reminders 

k Messages 
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No SIM V S3 

Settings 

^ Privacy Advertising 

Do Not Disturb 

Limit Ad Tracking • • C^) 

Reset Advertising Identifier... 

AM* AUvortWie & Prtvncy. 

0 General O 

Display & Brightness 

0 Wallpaper 
£2 Sounds 

Q Passcode 

^ Pnvacy 


j, Cloud 

iTunes & App Store 


Mail. Contacts. Calendars 

Notes 

Reminders 

Messages 



rb>hi/J"dj_f Off /c^TiliCloud drive iCloud 4^^i/M^^t//<:LvO</iCloud \? 
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No SIM ? ESI 

Settings 

8:54 PM ® 64% *3 

iCIoud 

Sounds 

v 

Passcode 

A iCIoud Drive * # 9 Off 

P Privacy 

& Photos ~ Off > 


n Mail 

□ 


f y Contacts 

iCIoud 

[^] iTunes & App Store 

-:ii: Calendars 


Reminders 

Mail, Contacts, Calendars 

Safari 

Notes 

Notes 

Reminders 

^ Backup 

Q Messages 

Keychain 

Q FaceTime 

9 Find My iPad Off > 

o~ Maps 


Safari 

ADVANCED 

Share My Location 


g Music 

r», x/1Horic 

Sign Out 


iTunes & App 

-c//On 


o SIM ~ ESI 


Settings 

^ General 
Q Display & Brightness 
EH Wallpaper 
Sounds 
Passcode 
O Privacy 


iTunes & App Store 


Mail, Contacts, Calendars 
Notes 
Reminders 
Messages 
Q FaceTime 
o .1 Maps 


iTunes & App Store 


Password Settings 


SHOW ALL 
Music 


Subscribe to iTunes Match 
Store all your music in ICIoud with IT 

AUTOMATIC DOWNLOADS 

?R Music 


o 

O 


i^j Apps 
□ Books 

[frig] Updates • # 0 

Automatically download new purchases (including free) made on o 

Use Cellular Data 

Use cellular network tor automatic downloads and mines Match. 
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j^T-immediately D'/jD z rcquirc password j >i J_>/m f>jr\ Jf- j/cA J“-DiA if jt DA 

^>7£~l J )’J\dLJ\j>\yiCr ;_->!/ 8 f password on A‘J_f 
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Settings 
Control Center 

Do Not Disturb 

General 

Display & Brightness 

Wallpaper 

Sounds 


Passcode Lock 


Turn Passcode Off 
Change Passcode 
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0 


Privacy 


iCIoud 

[Tunes & App Store 

Mail, Contacts, Calendars 

Notes 

Reminders 


Require Passcode 
Simple Passcode 

A simple passcode is a 4 digit number. 

ALLOW ACCESS WHEN LOCKED: 

Today 

Notifications View 


Erase Data 

Erase all data on this iPad after 10 failed passcode attempts. 
Data protection is enabled. 


Immediately 


2 • •> v 


o 

c 


Messages 

-Data protection is enabled 

^i/i-tyjl^i/c^TZlErase data 

^i^/j^-Erase Data i 

_ <c_l uG jt / £_ <^5 fJY, enable 


kj Notifications 
0 Control Center 
Do Not Disturb 


[oj General 

Display & Brightness 
Wallpaper 
^ Sounds 

0 Privacy 


Passcode Lock 


Turn Passcode Off 


Change Passcode 


Require Passcode 
Simple Passcode 


All data on this iPad will be erased after 
10 failed passcode attempts. 




Immediately > 
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' iCIoud 

fr>ng86®ho 

iTunes & App Store 


Mail, Contacts, Calendars 
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a on this IPad after 10 failed passcode al 
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-^Ll/^iJ^yr^^^'L^-None li^V^Off / 2L 
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No SIM ? E£3 8:58 PM 


Settings 


Safari 


0 Mail, Contacts, Calendars 
Notes 


SEARCH 

Search Engine 


Reminders 


Messages 
FaceTime 
^T Maps 



| Music 
>> ' Videos 


Search Engine Suggestions 
Spotlight Suggestions 
Quick Website Search 
Preload Top Hit 

About Search & Privacy... 


GENERAL 

Passwords & AutoFill 
Favorites 



Google 

o 

CD 

On > 

CD 


Favorites 


No SIM •? I2E3 


Settings 


^ Mail, Contacts, Calendars 
Notes 
Reminders 
□ Messages 
( FaceTime 
si Maps 
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8:59 PM 


@ 63% I 


^ Safari 


Passwords & AutoFill 


Automatically fill out web forms using your contact info, previous names and passwords, or cr< 
info. 


v*> 


Use Contact Info 

My Info None 

Names and Passwords 


Saved Passwords 
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No SIM •=? EEBI 

9:00 PM 

® 63% (m3 

Settings 

Safari 


Notes 



Reminders 

SEARCH 

Search Engine 

DuckDuckGo > 

M Messages 

Search Engine Suggestions 

CD 

FaceTime 

Spotlight Suggestions 

CD 

o“ Maps 

Quick Website Search 

On > 

□ Safari 

Preload Top Hit 

o 



No SIM T (VFN) 


Settings 


9:00 PM 

^ Safari Search Engine 


® 63% (M3 



Google 

Yahoo 

Bing 

DuckDuckGo 
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D 
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-£L-\Ji)f DUl_C>(D 












x/cfi'J—h Fraudulcnt Website Warning 


No SIM T IS 


Settings 


• iCIoud 

j^J iTunes & App Store 

^ Mail, Contacts, Calendars 
Notes 
Reminders 
Messages 
FaceTime 
c Maps 


Music 


Safari 


® 59% i 


Favorites 

Favorites > 

Open New Tabs in Background 

cd 

Show Favorites Bar 


Show Tab Bar 

CD 

Block Pop-ups 

CD 

PRIVACY & SECURITY 

Do Not Track 

—V CD 

Block Cookies 

• • Always Block 

Fraudulent Website Warning 

About Safari & Privacy... 

CD 




i^kSafe browser 

https://itunes.apple.com/gb/app/kaspersky-safe-browser-fast/id723879672?mt=8 


:^JkOpera Mini 

https://itunes.apple.com/gb/app/opera-mini-web-browser/id363729560?mt=8 













+Xr#AAs J$/ ftjAi<z-\j)i 0>jtf jt\j)'jb\sj!l'jZijftfAzA<zJ?yitfj!l'Aj)j^ : i;j^cL-± r s‘J'<z-(A A j£ r ‘[tf 

~AAA^A^J‘\^Ad‘^^--^UjAAA^Ad‘\[Jrss > .AAs^js\ 

/£)i<z~A)/jCs^Us2^-AjA'tjZ^/2^C^S'sC'-j/"fiJAiA'p/mcfe ‘Us^AAsej&ZjtAl^PL'iJijZiOS ^PisiS^z 
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https://itunes.apple.com/gb/app/f-secure-freedome-vpn/id771791010?mt=8 
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WELCOME 10 
F-SECURE FREEDOME 

Congratulations, you are now 
entering the era of true digital 
freedom. 

F-Secure Freedome is the best 
protection for you and your 
device against bad stuff on the 
Internet. 
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Skip tutorial 
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On j/Jt % Off /ji 

^J')£)\)<z~ijlz(./iJ'LtZ-iSiy*'*J^bt /L 

https://itunes.apple.com/gb/app/secureline-vpn-wifi-security/id793096595?mt=8 


install profile jt 
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3 


Cancel 


Install Profile 


J^lnstall^ 



Avast SecureLine VPN 

SecureLine 


Signed by Not Signed 
Description Application-Created VPN Profile 
Contains VPN Settings 
Certificate 

More Details 



Cancel Warning 

VPN 

The network traffic of your iPad may be secured, filtered, or 
monitored by a VPN server. 

UNSIGNED PROFILE 

The profile is not signed. 
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Settings 


Subscnption 

Location 

Reinstall VPN Profile 


Automatic connection 


By switching on. the VPN will enable itself 
automatically when you access the Internet from any 
app on your device, ensuring that your data is always 
secure when using Avast SecureLine. 


Data compression 


While browsing with data compression on. pictures 
may bo displayed m lower quality. 


Subscription 


Subscription expired. You're not protected. 
Restore Subscription 

Please choose your product: 

Q Monthly £2.29 

Q Yearly £14.99 


Your subscription is valid for all iOS devices 
assigned to your Apple ID SecureLine can be used 
on five devices at the same time. 


Did you already purchase a Bubscnption? 


1 Enter a subscription code 
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o cu/nstt SecureLine 



Not connected 

Chosen Location 

Optimal 


Connect 
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http://www.whatismyipaddress.com 
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jyJk~j\/~?n vacy settingsj^search ^-^^■•.I'J'a/iJ'hJ^ Windows 8 J 

_<^l Ujj£ sr^\t& 



-/Smart Screen Filter 2-ir'i/JOff /^jt General (jr*L<£j, l/> ji y/*/_^5y/ 1 //^ jZj'iA 
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© Privacy p 

General 

Location 

Webcam 

Microphone 
Other devices 


Change privacy options 


Let apps access my name, picture, and other account info 


Let apps use my advertising ID for experiences across apps (turning this off will reset your ID) 


Turn on SmartScreen Filter to check web content (URLs) that Windows Store apps use 


Show text suggestions based on what I type and write on this PC (turning this off will re 
suggestions) 


Let websites provide locally relevant content by accessing my language list 


Manage my Microsoft advertising and other personalization info 
Privacy statement 



Location 

Off [ 


Let these apps use my location 


□ 

□ 


Bing Travel 


Finance 


□ 


Health & Fitness 




m 




Off 

Off 

Off 

Off 

Off 

Off 


© Privacy ■» 

General 

Location 

Webcam 

Microphone 
Other devices 
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Webcam 

Let apps use my webcam 

Off ||B] 

Let these apps use my webcam 

PW Bing Translator 


ET 

E3‘ 
□ ' 

[U S 


© Privacy e 

General 

Location 

Webcam 

Microphone 

Other devices 
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Microphone 

Let apps use my microphone 


Let these apps use my microphone 

8mg Translator 


0 

□ 


Skype 

Sound Recorder 


~J_J Off f\J i j! i J_ Z_dZ Lo c a t i o n 

-t/ZOn i-^/Off Z^^i^ZjZwebcam A 

-tf A Off Microphone A 












-Jl-ptijtl jiky.stJ’ffc&JL Windows 7 
Location and Other Scnsors/L Location jt <L£ Search i^yO^LS tartiL-. L^L Zl u r i 


Control Panel (6) 

B ,LQcati on .a. n .d..Ot.he.r_S^ nso rs _ 

Change location 

8§ Enable location and other sensors 

Documents (5) 

£B] Internet2-Overview.ppt 
Python.ppt 

Windows Vista Security.ppt 

Microsoft OneNote (1) 

[N] What's New in OneNote 2010? 

Microsoft Outlook (15) 

fcS Integrate Ubuntu with Windows 7; Ask the Readers: Do You Use... 
XP Mode for Vista; Movie Libraries in WMC; Similar Sites in Chr... 
Quick Launch App Launcher; ResizeU; Restore files in Windows... 


fc) See more results 
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e 

Enable location and other sensors 

Sensors can detect information about your computer's current location, surroundings, 
and more. Once a sensor is enabled, all programs and users can access it. Sensors that 
are not enabled are still installed on your computer. To enable a sensor, select the 
check box next to it. You can also click the sensor for more details. 

How is my privacy affected? 


Sensor Enabled 



Geosense Location Sensor J\ 
d^^^Enabled - 

J&i-Apply 
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https://www.torproject.org/download/download-easy.html.en 
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Connecting to the Tor network 

Establishing a Tor circuit 


Please wait while we establish a connection to the Tor network. 


Open Settings 


Z “ ] 



“V 


J About Tor 

S/ <&•' Search or enter address 

New Identity 

New Tor £ircuit for this Site 
Privacy and Security Settings... 

Tor Network Settings... 

Check for Tor Browser Update... 


his b 

You are n 


Cc 

)rov 

now j I 


t? 


>wse 
o chanJ 
s your 


501(c| 

mity 


' C ^ Search 


Tor Browser 
5.0.2 


Privacy and Security Settings 


Privacy Settings 

0 Don't record browsing history or website data (enables Private Browsing Mode) 
@ Disable browser plugins (such as Flash) 

0 Restrict third party cookies and other tracking data 
0 Change details that distinguish you from other Tor Browser users 
SecurrtyLeve^^ 


High 


Low (default) 

] Custom Values 


At this security level, the following changes apply 
(mouseover for details): 

HTML5 video and audio media become dick-to-play via 
NoScript. 

Some JavaScript performance optimizations are disabled. 
Scripts on some sites may run slower. 

Remote JAR files are blocked, 


Restore Defaults 
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Privacy and Security Scttings AitJ“~ l/ ( 
fit?'j$is cl-{5~'\ 

-c/> c Medium Low 

jJ <* Ltfij^Low if"'r'llfiJ’jJiJ?{'.&• t/l^-i/lJ^bil^Jj'l^LoW sjJ* ^\tcL)'.^i 

cl <L />)j>\4—/MeL-T^StJA 

“I t_ 

*• «■ A https:/' 

| | Tor Enabled} Tor circuit for this site 

New Tor Circuit for this Site p _^- ,y 

Privacy and Security Settings... O This browser 

Tor Network Settings... { Czech Republic (185.8.238.139) 

■ 6 France (91.121.153.92) 

‘ CheckforTor Browser Update... O Germany (85.25.103 I* I) 

O Internet 

iS ‘4 Low Ty ,*rit5.*/_<L.* 1 1 jJ f fz Medium Low/m^^Ix wlvc/w,.Mcdiurn Low^L 

Jijvjd/’" S-/1 1 

https: //www. facebookcorew vv vv i. o n i o n : J_y r j Zl i_/J Uj +<? c~2L y^io^^Tor 

^\/ U'|/1 ffjif J'itC- 

- S ^ lA 4—'-><^-<4 . A J> >cr <1 
Lt/Lu l-J 

(j5^i_ fjlJ'Jir'A*’ 

-jtvZ./vj^l^/J^lcrv^VJKTor Js? 

c _ 6>iy~£T ~7 yl_ 

>/ {jjbjb/iji^Z.SoA^ _ A^\)j )/\J^JT^r-'CA'AulJi^fC 
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F Secure Freedome^Ty^Lf^J^L/^-^TOR 

-^/^Firefox ij$J\sZL 

Firefox I ifts\iJ 


1 <r m 

III 

@ 

« 

4 

D 

Cut 

| Open menu | 

Copy paste | 

n 

New Window 

qo n 

New Private Save Page 

d 

© <§► 

History Full Screen 

P 

Find 

<o * 

Options Add-ons 

* 


Q Sign in to Sync 

Q Customize 

o o 


y Mozilla Firefox Start Page W* Options 

4 1 O Firefox aboutpreferencesSprivacy 




m General 
Search 
§ Content 
A Applications 
00 Privacy 
Security 
O Sync 
.A, Advanced 


Privacy 


Tracking 

■S Tell sites that I do not want to be tracked 

Learn More 


History 

Firefox will: Never remember history w 

Firefox will use the same settings as private browsing, and will not remember any history as you browse the Web. 
You may also want to clear all current history. 

Location Bar 

When using the location bar, suggest 
■y History 
\>y Bookmarks 
|•/ Qpen tabs 


i^yj^/Privacy ^L^i/b^iyyli^/Options £- 

_<c_l \X)jtrcffJ — 1 ’Tracking A 

Never remember history /History jtj^<S uy_. l/i 

/Private window-. i//_ * jsj } A ■£- u r 1 /- -* 

-i^yj^New Private windowt/i/iy^t^Vi/-// 

-li/i///*L ftA~ ij£-'/?£'‘ jz/tijt'liiJ' 

/[$/))/2L A*—/> 1 —(S^ 

7—Ji.i /// 2L /(/l/^llf A lj MUll -* 1 ^ 15 'hJjjSZh 
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Cut 

Copy 

Open menu 
‘-paste- 

- 

100% 

+ 

n 

m i 

n 

New Window 

New Private 

Window 

Save Page 

S 

o 

•w 

Print 

History 

Full Screen 

P 

o 

*• 

Find 

Options 

Add-ons 

* 



Developer 



Cj Sign in to Sync 

Q Customize 
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is < i1 -/i A 1 si jTij^ \A kwV^i (f-c^> k >-jfi 

A^-^rJ**—/ ,j -A j^A li^^sli/■ i 

lT* —/jjly(/‘i_^ / J^tZ_>fi_/j^‘ ^l^i/I.JijTxS-C-^' 

-Z-yO^Jl^iTor y*i(^yC^^‘iSPrivate window 
-C //ijyliA lS^~ jj>\yj>\ 


zJiU'L s±s\s^*JJS\ 


Mozilla Firefox Start Page 


about:config| 
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^ This might void your warranty! 


Changing these advanced settings can be harmful to the stability, security, and performance of this application. You 
should only continue if you are sure of what you are doing. 

| y / 1 Show this warning next time 


I’ll be careful, I promise! 
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^^aboutconfig 

^ O Firefox aboutconfig 


Search: media.peerconnection 


Preference Name 


A Status 

Type 

Value 

media.peerconnection.capture_delay 

default 

integer 

50 

media.peerconnection.defaultjceservers 

default 

string 

[{”urls": [ 

media.peerconnection.enabled 


default 

boolean 

true 

media.peerconnection.ice.loopb; 

Toggle 

default 

boolean 

false 

media.peerconnection.identity.er 

Copy 

default 

boolean 

false 

media.peerconnection.identity.tir 

Copy Name 

default 

integer 

10000 


Copy Value 




media.peerconnection.turn.disab 

New ► 

default 

boolean 

false 

media.peerconnection.use_docur 

Reset 

default 

boolean 

true 

media.peerconnection.video.enal 

area- 

default 

boolean 

true 

media.peerconnection.video.h264_enabled 

default 

boolean 

false 
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be carefull j£ JI <■<£_luG jtr y ^ l^f t< 1 ^G/4 <Jy i Ab out: config 

Rvalue LJ2_i) | ^L' u r i^cf^.'^ u r i y 4meclia.pecrconnection.enabled {Jr ^ Jf Sh/ i£W 1 S~ "ol ^ 1 ^A 

if -Toggle i/£lf>fl/true 

-e£V -r i —$ i/t^ *<£- fGtA 


/https://diafygi.github.io/webrtc-ips 


rx 


https://d i afy... o/web rtc- i ps/ 


X 1 + 


A http:: diafygi.github.io vebrtc-ips/ 


Demo for: https://github.com/diafSgi/webrtc-ips 
This demo secretly makes requests to STUN serv ers that cai 
Your local IP addresses: 

Your public IP addresses: 

Your IPv6 addresses: 


J .A^yrlt’^Jt/i-^I^^Webrtc ib^-Ip addresses ^ 

-Jj 


https://addons.mozilla.org/en-:L^'lf- ; ^L/L(ji'^^(j^^i_^JiJ> ; o^/Zl JlsLT 

U S/firefox/ addon/ adblock-plus 
-&lrjf to firefox 









i.\j-\jw Google Chrome-r 


o = 


New tab 

New window 

New incognito window 

History 
Downloads 
Recent tabs 
Bookmarks 

Zoom 

Print- 

Save page as... 

Find- 
More tools 


Edit Cut Cc 

*** 

About Google Chrome 
Help 

Relaunch Chrome in Windows 8 mode 


x ^ Settings 

x\~1 

rome://settings 

Settings 


Default browser 


The default browser is 

currently Google Chrome. 

Privacy 


| Co-tj^j^ings... | 

Clear browsing data... 

Google Chrome may t 

ise web services to improve your browsing experience. You may opti 

services. Learn more 


B Use a web service 

to help resolve navigation errors 


b 


Use a prediction service to help complete searches and URLs typed in the address bar 
search box 


B Prefetch resources to load pages more quickly 

|_J Automatically report details of possible security incidents to Google 

B Enable phishing and malware protection 

I I Use a web service to help resolve spelling errors 

l_l Automatically send usage statistics and crash reports to Google 


B Send a “Do Not Track" request with your browsing traffic 


C Q chrome://settings 
Chrome Settings 


History 

Extensions 

| Settings 


Appearance 

Get themes : 'eset io default theme 

U Show Home button 
CD Always show the bookmarks bar 

Search 

Set which search engine is used when searching from the omnibox . 


Google Manage search engines... ( 


Enable "Ok Google" 

Say "Ok Google" in 


voice search. Learn rr 


^ Person 1 (current) 

Bl Enable Guest browsing 
B Let anyone add a person to Chrome 
Add person... 


Remove... Import bookmarks and settings... 


Default browser 

The default browser is currently Google Chrome. 


Content settings 
Plugins 

* Run all plugin content 

Detect and run important plugin content 
Let me choose when to run plugin content 


Manage exceptions... 

Manaoe individual pluains... 

Pop-ups 

U Allow all sites to show pop-ups 
• Do not allow any site to show pop-ups (recommended) 

Manage exceptions... 

Location 

1 Allow all sites to track your physical location 

Ask when a site tries to track your physical location (recommended) 


1 Do not allow any site to track your physical location 


Manage exceptions... 


d'.&d&tS/cAu LfjSend a Do not track jAiAAjtj < j_/-A .Show advanced settings A 

c^uLisDo not allow any Content Settings ZlPrivacy A 






























New Incognito iy> i incognitoflr Private window 

^ yibfiJjlLj 1 ' : lSiJ^J^I^iLi^Jj^ c windoW 

J'jtfA /webrtc :WebRTC 

~Jj 

https://chrome.google.com/webstore/detail/webrtc-leak- 

prevent/eiadekoaikejlgdbkbdfeijglgfdalml?hl=en 

/https^/diafygi.github.io/webrtc-ips^lf-^i/^i-yO^f 

■.Ji'fjfc.Add to chrome i/i:Adblock 
https://chrome.google.com/webstore/detail/adblock-plus/cfhdojbkjhnklbpkdaibdccddilifddb 


Opera_r 

Settings A 
r Privacy & Security iAwA 
/eftfJ—b Send a Don’t track jt\J\A 

-t.//w(tnew private window j >i J_ fjtiiji uL i* o p c r a ^Private window 

Noscript lit A /webrtc {fjt N' 1 : WebRTC 
https://addons.opera.com/en/extensions/details/noscript-lite/?display=en 


^/-dC-Add to opera J\ z -& c/ ( : Adblock 
https://addons. opera.com/ en/ extensions/details/opera-adblock/?display=de 
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https://download.sp.f-secure.com/freedome/installer/Freedome.exe 
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Friends Jj_fkLc^i-i 

J\s^fSJ f iJIj? ly^On w^i^yO^Off _/On 

fclVL^ i^iyi -4 >4 
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Antivirus 








30 l\5tfj)^)tiiJ\j!>{-J_f>!f , )\>djj£' orrcnt Bitdclender jf 7i >$-idX- <-*'' 

https://kat.cr/bitdefender-total-security-2015-build-18-21-0-1497-x86-x64-incl-trial-reset-keys- 

b-tman-tl0267276.html 

-yihjZ! 

Ju3i / /y'jJ>ijQihoo 360 Total Szz\xntyf j£ 


http://www.360totalsecurity.com/en/download-free-antivirus/360-total-security/?offline=T 

_/J l cl- 


//ijf i-L/Xj^-.Patch Up jiJiAj/flool Box tfjri 


Q) 350 TOTAL SECURITY 

IOI Patch Up 

Update Record 
-{oj- Advanced Settings 


360 Patch Up 



Security Update(s) Found: 71 

Selected: 71 Download size: 1101.81 MB 


\/ Security Updates for System 
"V KB2880463 - Vulnerabilities in Microsoft Office... 
v' KB2910941 - Vulnerability in Microsoft Office _ 
n/ KB2726958 - Vulnerability in Microsoft Office... 
s/ KB2910916 - Vulnerabilities in Microsoft Word... 
s/ KB2956151 - Vulnerabilities in Microsoft Office... 
s/ KB2975808 - Vulnerabilities in Microsoft Office... 


x 



Patch 


71 item(s) a 

2014-05-14 100.73 MB © 

2014-12-04 L29 MB © 

2014-12-10 2.95 MB © 

2014- 12-10 167.31 MB © 

2015- 03-11 172.03 MB © 

2015-05-13 12.18 MB © 
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Firewall/JijyU 


jtj‘\/~‘J_fJkjYoo\ Box jt{j\j>\ji/[jy\)ij'~\t>^'\^J\~[J_/}^>\}^\)y^60 Total Security 

j^j'C^i^T^i-^Glasswirei'i£'JbJ : l)Iij'Lfs;Jit-jiJsi}J-)ijij:X)ij*^C.s}‘i//jfr c Firewall 
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Linux/c/^wTi TAILS :^_Ll S>/^ 
J-jtyp ! & j> ^ y! A^&~fArA- j ' , ‘A-- r Tox bSjQstJ^i jL/TyX.yji;*' i 
yjl(. J'iJ l "\ri£J)f‘ i )J)\AiJ‘‘ t tyiij!f.XseXtiijl 2—tJ)!^ j>\<z~f^~" * Az 

4 Gb USB^Ji^k^-i^l-^TAILS j/tfWb^USB /TAILS 

JL"|?XTj§/> 



L //j>/^jL//TAILS 

https://tails.boum.org 


_4^_>LlkL/llGb 

L/Zi/jii^c/u^^i^L-hBootable / /“i^ji/USB 

/https://rufus.akeo.ie 




^ Rufus 2.6.818 - □ X 



File system 

FAT32 (Default) v 

Cluster size 

16 kilobytes (Default) v 

New volume label 
TAILS 1.8.1 -20151218 

Format Options 

I~1 Check device for bad blocks 1 Pass 
0 Quick format 

0 Create a bootable disk using iso Image 
0 Create extended label and icon files 



I 


READY 


About... Log 


Start 


Close 


1 device found 


# 


-J-ZZ/r/uRufus 


-J_f itDevice eA/V 1 

TAILS 


-Uj/i/ti J<L_ 


UL?_^Xi/Start A A 


Download required 


» This image uses Syslinux 6.03/20150326 but this application only 
includes the installation files for Syslinux 6.03/2014-10-06. 

As new versions of Syslinux are not compatible with one another, and it 
wouldn't be possible for Rufus to include them all, two additional files 
must be downloaded from the Internet ('Idlinux.sys' and 'Idlinux.bss'): 

- Select 'Yes' to connect to the Internet and download these files 

- Select 'No' to cancel the operation 

Note The files will be downloaded in the current application directory 
and will be reused automatically if present. 


Yes 


No 




































i^yj^-Yes jt i/i 

i)\\j"fS1 USB /y \y)^y.>±^‘/ij\iij!\y\^ Sf^ j £) 

-l £}—\) Live yyiefibjJ’^U~C } fsXYJti iS^A 

y/dl^^oAyAiSdl^^A 

Jet4 iTAILS r r T/ 



-if'-'i_ fiJdj\y'fi\s{jj>f > X)jitij'\ Jl 

:>iyZlTAILS 

fA _ /[/I *** 

S&^^\jr>j)j&‘{y : '\yj>\j/^ ;; >\(f"<i^.J'diy l AjitjA *** 

~ JL*t )sA [A l/i^ iy<^_ i/J i?*'i 







AlS 




outlook, live)^ 

i/jXiiX 

https://app.tutanota.de 

https://protonmail.com 

https://www.hushmail.com 

https://safe-mail.net 

fi d^>4~L. £ fis\‘j%2—yijs s J'\£. 

cl-c >\Vf/ t cLJl yijZt If i (J~* iS^-f 

/l( r 

http ://thehackemews .com 










c^\c^ L~\? <£-^£Ci,f\£~[S j)/" jttj 

<Cji/ jf /4Jcy j_fi (J^ 2008^2005 “U^/phishing” ^y® 7 


J^J 

j“ ijtf^XJ*\P‘l'J'tJ^ Jljj^ <<2_bii-U' f if* ^ijri 

»/f j-tfWj-* (J’.fi_/V^ 

1 »j (J^ij.^ Jf.t£iwCf(J[/y^ -> t «^ ^ ifififftfijri 

‘c£2luf” uZJs$idi'T/ lv Xfi2±j 

jZZLfjZjt^L 2 Jl> 

https://www.facebook.com 
https://rn.facebook.com l 






(3/ Sfy_js 1i_^Im^U y- y>i‘<£_lifij£ y^Zly 1 *"j i,/ijJ*jj*tjjj'^jjiiSj(}ilfL r tij l t£j"ijjjy^jjiiSji}iliii ytyi 

jvr'ly4u^C^vO^ , L/ i£ kiAsKl^wt/Jli jyr'Jj (/"jj 
y^y^_^i —/Ji?>'i/jvr'yji(^vjy^k_^iyi y^ 

-yZ-X^LiX^. 

yi /‘&‘£jcjyyyiDy^i _/X2** 

bulft^JiJ*—(flijr'iljili I ■ l^(_r?J ,y y~-<.-.y2l‘<^- yi * '-' (J"* 

<£jjiJd'-UxbJ’Sj^- ^^Cy.j^X&y^yiwcf' tX* 

<^. ^! .2lyXu 

https://www.facebook.com 
https://rn.facebook.com l 

_:yJ>f(/[/>y / y i ’’t' 

:y<£_v»uiy S?)fi[j[\fs) cL~y^ j*y inj^i 

http://talibislam.somee.com/?fbid=9344489852856728861 l&set=a.763335483356816.08379.98 

1729056298491 &type= 1 &relevant_count= 1 &ref=nf 

i 

http://talibislam.somee.com 

- V V t • * - - V 4 

-^yvy^4u <^y$ *Sdi££)J\dLjQ 

Uja* y 

-^OfO-c^yy ky-/y^y^ 1 

www.fecebock9.tk 
www.faseboOk.wapka.me y 

_yyf y^yj^z/tx^cL. jkTyyf^^v/Xy^/Ji^ii/! 

!!! IkAj-f^uy/is^Lyi 
_ /Xf/i-t/yOyylJt/^"yy /iy^iy 





a ^ 


- ^ ^‘(J'lwt/l- 

J<£_l/Ic/0? £jfyl)/ij/'j 


RATs (remote administrative toolsXr 

£Lt- ; sf/iJ'll)l)l f _/"jV ■_•Cu 

£tCL-)y£i >/iy/jy^ jZJy/ 

cL\{{{f‘ sj’G y >y.y <£. 

&*-& J/jC^TmA- wJSJy^l/jj <$yt\ t jJ*£j£^j3\i£ytiJ\^\Ji!?l'geiJjf£il\)tjttj£\jj l $yt[$)\£\J\* t; >!{$£!5(f~yi\£j~{Jj!/\fi$ 

LJl l^j)l(Jf2^Jlj/cJI(J^LjZlJjlJ)lJjj)llJjlJ' jtjj laL)~4 I <£-!?"' JlS; 

ij;Pl'<zL\ jZ'sjiS 

J^eyi >^jo j ^>‘'^~ £~tJ , [)'‘£-ijfbiStSy'bSiJ'[* A U"cf'Li!!2—i-''j?l'£l : .iiJ^£Lt£LtJ'\ l yXij5zi / j£ifi'.* 

i^j/1 '0^’l/*l/ | ‘'^-^— 1 ^^j\j)\-£-.icf t j~ j'h/i 

If {<£'<z \J~j 
~[J_f£-&<^y&<£ <L J^.\J\(\[f‘ 

~\J^f^\> , J£i-J\i^i£LittjL-i?\ry'))t)i)/j:*’l'ij'i<z-ij'ijy')£i)/J[!Xi^/')j^fi2L £ i _A>^jfj//r.£V/^i 




ijlfi j'J[-y:2f£}ijZiJ>j? i— ij 1 s\)ij~\/ij)\J^.X jv/cIIiJ' 

cf^utfijf ybj~\[f‘ (f-¥\JY) J ^j!>) l')*'?[?■ 

-£-( vjL*(/ / s}t>J"‘iJHZ. —/£" 

<^~/>>^( /j/jljtf;—Jf —/j*^l - 5 /" ^ 

.1.1-?._(X 

cAOt(* ‘~a^~ £-±-' -C—i&MijZj'yjtzLijL-s ijf^ 

-ust-fisjCdV 

{f £jJ^j'^^llj~J)\-^iJ&'/lJ}5f'j—\)t^‘'S\tj)X\/j\\eZ r -lj'j'iJ*\el£5lScfiji*Z r -llJ J SblJ~lAyGj'd^J 

)jt^J^^J)/ *<d^f \* So„-fc^>/i‘{ij*'J* 

f u/iy fV^^J<L r t/i t^£-\ji\yZcL$ 


■USeU* JJ xr'fk 

Xtreme Rat 
DarkComet 
CometRat 
NJ rat 
Pandroa rat 
CyberGate 
BlackShades 


Novalite 




£_Jiji 

Droid jack 

_<£_!>>? Zj—lJ&J&JZL <£ (/^lf ^I^Ll/I 


^_98 x* A’^4r ijjjiflJjssf Jiji<CDs‘USB 

jsJssJ^ 

}>~t^<jd dLj>j>> Start J—i)^)i<z^{/ij)i 8 JjJ^^yO^Run (Jljyji^/Awtk,.. Start 

-jitjf/j—bfi'j'biiutri re g e dit 
-JifJXj. j ? H K EY_LOC A L_M ACHINE jtji/^r 
(jV94-^/^J:j/windows /Micro soft i^i/t^-i^/j//d/Software 

_<cJ, j-policiesj^ (/f^-i^/^/d/CurrentVersion 

HKEY_LOCAL_MACHINE : if- 
=>Software=>Microsoft=>windows=>CurrentVersion=>policies 




1 


2 


3 


4 

File Edit View Favorites Help 
a -flip Computer 

t>-J HKEY_CLASSES_ROOT 
t- J HKEY_CURRENT_USER 
HKEY_LOCAL_ MACHINE 
HKEY_USERS 

> ^ HKEY_CURRENT_CONFIG 


£ 

File 

Edit 

View Favorites Help 

a •$■) Computer 

t> i. HKEY_CLASSES_ROOT 



H KEY_C U RRENT_USER 


. 

HKEY_LOCAL_MACHINE 
^ BCD00000000 



^ HARDWARE 

SAM 

g SECURITY 


> 

SOFTWARE 


0 

Ji, SYSTEM 



HKEY.USERS 



HKEY_CURRENT_CONFIG 


4" 

File Edit View Favorites Help 

t> ^ InstalledOptions a 

t>-Jt Intel 

I> ^ Intel Corporation 
t> X Khronos 
! t> -.^ LAV64 

t> J Macromedia 

> J Macrovision 
[> McAfee 

t> |Jd Microsoft! 

> J Mozilla 

t> -J4 MozillaPlugins 


4 


5 


6 


4 

File 

Edit View 

Favorites Help 



i >-| 

Transaction Server 



! 0 -fi 

^ TV System Services 




fc, uDRM 




t> "I 

UPnP Device Host 





^ VBA 




>-E 

Virtual Machine 




I > -5 

b Visio 




i [>-E 

i WAB 




! >-E 

Wbem 




▻ I 

fc, WcmSvc 





li WIMMount 




! i>S 

Windows 




i >-| 

Windows Defender 




File 

Edit 

View Favorites Help 




a jt, Windows a 




t> |Ei CurrentVersion 

i jt, Help 

^ HTML Help 
> -k ITStorage 

^ ScheduledDiagnostics 
t> • ^ ScriptedDiagnosticsProvider 
| •• X Shell 


4 

File Edit View Favorites Help 

^ Media Center 

> MMDevices 
|^ MSSHA 

> "Ki. NcdAutoSetup 

> •NetworkServiceTriggers 

^ OEMInformation 
^ OneDrive 

I OOBE 

. ji OpenWith 

jOptimalLayout 
!> Parental Controls 
j_ Personalization 

> PhotoManager 

t> PhotoPropertyHandler 

[> {Jjj Policies] 

t> ■■ PrecisionTouchPad 


-ILst/;Uij/^jZii/t^jJ’c£ij-cfJjfr~Explorer (^Policies A~& 


.f\-j3 NoDriveTypeAutoRunJj^i/^i/i-' * 1 

_^LlNoDriveTypeAutoRun(^^('L’/t/i^L(^yj^DWORD(j^L/^fL^'lf- = new 





















































































File Edit View Favorites Help 


t PhotoPropertyHandler 
Policies 

: y, ActiveDesktop 
I•• Attachments 

Explorer 
^ NonEnum 
> Ji, System 


Registry Editor 


: avorites Help 


> PhotoPropertyHandler 
d ■■ Policies 

I ActiveDesktop 
j Jjj Attachments 

j.^ Explorer 

|.J|} NonEnum 

P 'iit System 
i PrecisionTouchPad 
y Prelaunch 
■Jj) PreviewHandlers 
• Property System 

C Proximity 
y. PushNotifications 
■ji Reliability 
■Jfi RenameFiles 
^ Run 
^ RunOnce 

SelectiveRemoteWipe 


Name Type Data 

*!*] (Default) REG_SZ (value not set) 

-SgForceActiveDesktopOn REG_DWORD 0x00000000(0) 

jsdNoActiveDesktop REG_DWORD 0x00000001 (1) 

r.'i' NoActiveDesktopCha... REG.DWORD 0x00000001 (1) 

sjfiopriveTypeAutoRur^ REG.DWORD 0x00000000(0) 


Key 

String Value 
Binary Value 
DWORD (32-bit) Value 
QWORD (64-bit) Value 
Multi-String Value 
Expandable String Value 


Registry Editor - n Ktfl 


Name 

(Default) 

w] ForceActiveDesktopC 
no] NoActiveDesktop 
no] NoActiveDesktopChc 

Type Data 

REG_SZ (value not set) 

n REG.DWORD 0x00000000 (0) 

REG.DWORD 0x00000001 (1) 

... REG.DWORD 0x00000001 (1) 

A nr r nuioon_rvj-uwiAim, n ctocs 

Modify... 



Modify Binary Data... 

Delete 

Rename 






Edit DWORD (32-bit) Value 


No DriveType Auto Run 


(§) Hexadecimal 
Q Decimal 


Modify x^ 0 /y l O^'^ ; 'iy-NoDrivcTypcAutoRun^ r 'UT L/ c!: 

-c/ZJtOk OxFF Rvalue data 


i8,8.1 j>j>! 

-c/jJOff Autoplay and Devices/~^i(^lfij^Change PC Settings ^ 

j(yi 


























































jJ ^ij/Keyloggers-r 

\J >51 * 

vj 15 /' jj)f / l $U^S^SA^^-W '•>!> J'<^~^T^ > ~J—bl fjs j)\tzJ?J' 

S'-&\A(^d~~oji>*. ^(jVlf l ${J\[Jy;£-jd>^'^)^/‘ 


^\^fj<d^J\3'j)\c r ))** r ^J'f l -\}>zJ i !/f‘_ >y*/c Sc-bf*4^*h\jf\jdiz—£fi. ^id* {,d'*d > l')J^l/Lf\j>\*L. 

_ fJi S\$ \Jl/jijZi/ljd if \ (3/Vl jd‘ s )~£~£& 


J\J“- Privacy /^uT'f ^-Settings A‘dJ J^Start 
-^i}/)jt/y^ij\l^‘j_/Off /send Microsoft info about how I write...^General A 


<- Settings 


□ X 

@ PRIVACY 

| Find a setting 

~1 

General 

Change privacy options 



Location 

Camera 
Microphone 
Speech, inking, & typing 
Account info 
Contacts 

Calendar 

Messaging 

Radios 

Other devices 


Let apps use my advertising ID for experiences across apps 
(turning this off will reset your ID) 


(» ) Off 

Turn on Smar 
Windows Stoi 

ff~~) Off 


Turn on SmartScreen Filter to check web content (URLs) that 
Windows Store apps use 


Send Microsoft info about how I write to help us improve typing 
and writing in the future 


9 ) on 


Let websites provide locally relevant content by accessing my 
language list 

a i os 


(- Settings 
@ PRIVACY 
General 

Location 

Camera 

Microphone 

Speech, inking, & typing 

Account info 
Contacts 

Calendar 

Messaging 

Radios 

Other devices 


Find a setting 


w your voice and writing to 
II collect info like contacts, 
andwriting patterns, and 


n and Cortana and clears 


Getting to know you 

This will turn off dictation and Cortana 
and will clear info on your device that 
Windows uses to make better 
suggestions for you. 

Turn off 


Stop 


Manage cloud info 

Go to Bing and manage personal info for all your devio 
Learn more about speech, inking, and typing settings 
Privacy Statement 


A J iv >\< A f o- J Mi— f;Specch, inking & typing A 
jZu'iS3'U^ l " IJ z , " l US^Stop getting to know me 

-^wCik-Turn off 









Services 


Open SQrv\CQstiyii^J^i£-.jZj‘>//‘ t ‘J''fJk~ 



Diagnostics Tracking Service 

~^V 

stop 






command prompt cmd ~fe/ 


Microsoft Windows [Version 6.1.7601] 

Copyright ©2009 Microsoft Corporation. All rights reserved. 

C:\Windows\System32>sc stop DiagTrack 


l/M as administrator 


SERVICE_NAME: DiagTrack 

TYPE : 10 WIN32_OWN_PROCESS 

STATE : 3 STOP_PENDING 

(STOPPABLE, NOT_PAUSABLE, ACCEPTS_PRESHUTDOWN) 
WIN32_EXIT_CODE : 0 (0x0) 

SERVICE_EXIT_CODE : 0 (0x0) 

CHECKPOINT : 0x3 
WAIT_HINT : 0x0 


C:\Windows\System32>sc delete DiagTrack 
[SC] Delete Service SUCCESS 

C:\Windows\System32> 


sc stop DiagTrack 

sc delete DiagTrack 
— I£k If yt ki^ki * l/ t‘ lC )" I 




'dii-'t 





















Cross-site Scripting/t/L/lXSS Exploitation 


£L~jj)\y£^^\t> PjiZ — /'J\!Zi/{Jl^^iJ'i^tL r ^;‘^'l f 4 %>\J\Sc- 

1 — J')jy'^>Z"M/'£ ± S ‘\Z.J&2—yi)jy'^ti)J')Z$'‘%L\g\J^£-L. .1 >1 fJZiJflj^jf^jbl/^i—*!$•£- 

£)/tJj}jf2.-*±sl'* T otJ)lp.tJ'/'))J t 'i)bl /„JS^tL-lt'jj^./ te/kgj <£ I Sc/* 

)Z> A i-$ l 6'/:P[/JjtJy/\jtj*-j^\s^j\)bgimf.com J~J\yJz LfM 

2— lilJJjty. jl'jilj' (3>f k±A- 

—JL 

-JL ykz' 


JlXLJfe^J&XiiX SS ? w cj 



\J$ ^/)>~J\yJr SJ f^\?{f‘ \^\s'\*J*J- y.(—sl^lcfi'<J?l 1 s‘Sijtf ji\} 


fy~ <>!'^ ^.o~ ^_y~ z—i.jy' y~ u~ 

LJ^S^iffc/zyjj^^Szfyi i>*»i^<L/Ji?>i 


J~ ‘Jyi^)J^\ j£*i_iTi(3<l- -J&J\ 

~t-J[\j£.Jjt\j\f\<z r i$' y 1/ Zl^T^j'ivTy unz-jw^iif^j si wT 
-c~*±s)^J-^J\Jr'tyj>yJ■xf~ yhbyJjJ;)j£j?*-2/" * 






tC-J'&Jd)\tiyy ^\ j\^j)\^~\if\{f‘t^lj^XnJsjy^ £—L f'-&-CJ^ 

df Jl^-ij^LUl/li^C/Jf i/ljt ^ j._'/£ijr*^Od>/>> 

-d^Oyd-C^d^ ji j)\\$j)/“ yi iz~XX\bO?£L.J'l£~ i iX.>XsitfS'^ / J ^“^ 


f-? Id-^iy^-tc/ i dOd^i.'f~~d'^\ity^-&d~ ^J’ujUlsi^&jt l/i^T 


ML ffyXij{^iS^^&^~d^~^~ Ml 

i Jdjy^l./}\y^jLJ^$L.\)fis\,<£L yij 1 ' s\)ij"\\ji?\>Jd-<z-2^.df^d^ML—iYi\^£i£-±LX'M\lL. h)£^L /L 0$ sjJ^ 

f \‘t^/^d > \[^‘ \S ~y i i \j>\~^j_/y<^cL~jy_x>j>\^j x ydOd'^^d^’ ^y^y 


—igV^L &\JLj£ 

?.jt 'bt>\$ksd,M f £ .l. ! d~ /)/;& ^‘djd' XidL^d^‘LL^’d~ yf\ 

c—^i) , \$[5 L Td'&' [ ^£j~ y d&yo^ y ji&y~ yy Mi \‘£~fy [p/y/yjd tedzj'iid j~^yo^s 

y y y~ yyt-^Qiyyijjr'MyyyL. — i>yd , y- i ^‘jLy^zy'/y_^>yj)yy‘^L.y^L _ ^y^yyy 

~dfy0\XI 


-:^i tJt^/^Lbjsy/j/ 

-^c&yj‘s\)ij~\fd>yydij i *j>\‘j%' jiffi ^d^y/^>L—xoZd^j&^~dQ ^yy^ oSLjd.yy^jiy y >?yy 
y^y^d/’y O' ^yy t-iy" j”'-j/ > " y~" ^y" yyoi^ $y^^yy 1 y^^—yy^ 

^yy/syyy.yy ^ y y~yy yc-jii-xp^Mj^j^y jl^x> m yijy^tx^i/‘>>^d~>y Oi^^yy 

~yL[piLf’<z~L—\pij"d^[‘Oj)io /dX)$jL.\ jt" £j?jitz-^iO’0$^‘\iDiyyt3‘£jcji y^F. sj^y bi 




J' ^lily* JjI>I \/))±SX^ ft \ 

L^jyj',e>c:.<L bl ^jt^jy"{ji\^CiJ^ /t^Z I 

-J^ /vjlwT^lli? 

Z —^ii/ / J^^i-X/\£—[J\‘£ r if izssxj^s/y^ZX±J\(f~‘jZ{jf{jZsr^ij/j.jVy:\;b.gi£ijZ 

-Uj2L\?^/cX<L-fXi 

)\,j)\\j~£'.>y>iX <£-\j>X\s Sj_f*0^ /'—* GjZZ-yt^&tJ^ jz)j)\<zJ?y.^.OdJ‘)&j>\jZ'2£)j)\'Z r )j? c~Lj? <£~^i_j^^J\f (l 

Ji Jy: Jh&\\Zj>\{ cl-{ c-dr / 

_ \d&6 )&\J* 

*c£XJ—bjZXZXi} /^/l/'U^I^ J (Jf(jy^Ty^l~>f(Jli_/ \y_^JXo~ \jJ&'S-tyijh\S'j)\ 

-uflf 

\^’-c^Z^y:i-X-cJt{J_J'\)^JiM£~^j-J~\^}jy'i{S t ^JZZ^j ! /[J // X. /'iijg/f'lljljl/ijy'l^^itf'-CiJ^ 4-* 

—^L\e 


-Lfyy&jjy*c%^'(JiSl"-4iJ^‘S^£'-^U~ (f"‘U^- / 'X^y 



^ A1 ^ 


Man-In-Middle/J i-dl-ct-b 

lj^ I j'<^-C&SlJ^ £i)j)l‘£L-C&\eJ—^*±sl'i r c>>—&Z r .\ ^u/l 

-cjS' fy b^l'jdr&dL )>yld^\i>>^ijt^!iCiyt<±^y^\i}/J , \ 

****** ** ** ' t ** < ** V 

-^/ 


Brute Force/i/vy^;y-i 

'■Uj:^ «(jl/L£_U^(j/^lj/^ijiiJ'l,J^J 

/y:\J‘Alibi _ fjJ’j)l£-tledJlJ‘ £)}bJ wTiy^L/ | V(Ji^^L'l? J ’Zl^y^L/l !,= & A %$# 

_-a ob»y, )yy ("l'V'iS\‘>y .^maleer 12345 






A %& A %()"’:':'"^ij t 

“$% A &@#kbjaraheho&* A %”/>ffe J J^J' 3J 7i^^4j7n/^/^i^c3^Lr^<L£^^c3 i di^i 

-L&JtfJ') DDOS, SQL injection ^1<jZ^jI<CiJi2LiJIiJ?\ jL&j>/ , \SM*>J% t 







http://pc.cd/c4VctalK 


ijvr'l 


FEj hj * &)(%$j ewMoLp A &cioPleW q& * 


http://ia601007.us.archive.Org/4/items/asrar_ur/asrar_ur.avi 




Ufel/ll f' Sf 15(3/ 

http://pc.cd/34VctalK 

:M 


vRkGdU:’{ A %HifeE*S@ A &$%MnBGdfe 







-jZl-yiJi. 


ai y- 


‘£~yil ty/1—* :i*-/u^/k±<_/?'(J'l^i_i 

Generate Key^L/^i^-^z Key M anag ement e/i l/ ^ < o'-A*G<.i</i ifj i 


W Amn Al-Mujahed 


Encrypt Message 
Decrypt Message 
Encrypt File 
Decrypt File 

Key Management 


<'j£ Key Management 


SENDER KEYS 


RECIPIENT KEYS 


Import Private Key 
Generate Key 



< '£??* Key Management 




SENDER KEYS 


RECIPIENT KEYS 


Import Private Key 
Generate Key 

9711013b 


ok M<C lusername 

flA-tA X/S&AAziSf" -‘jf'rr’ * A^f- If 


-jTfz if 















-^/JtRecipientkeys^ key management y 

1/^u//wik/Paste from clipboard c^i/C^yO^-From Text /^yOlC. import public key 

-t/yO^-Ok I i6}gl Su~^A- /> ^' t / i ^J'u'^ 


1 2 


C^r Key Management 



v Key Management 

SENDER KEYS RECIPIENT KEYS 

SENDER KEYS RECIPIENT KEYS 
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